
 
 

Using a SanDisk Cruzer Professional Self-Encrypting Flash Drive 

A. Introduction 

The College of Pharmacy has purchased a stock of 1 GB, self-encrypting flash drives. These University-

owned portable storage devices, when fully encrypted, meet the requirements for storing Restricted 

Data per the University’s Policy on Institutional Data. If there is any doubt whether data is classified as 

Restricted, users should err on the side of caution and store the data in an encrypted format. These 

devices are only compatible with Windows computers. 

B. Initial Configuration 

1. Upon first use, Windows will install a device driver. When finished, open My Computer. 

2. Your drive might already be named “CZ-LASTNAME” to help identify it. If not, right-click the 

drive, choose Properties, and type “CZ-LASTNAME” in the box provided. 

3. Double-click the drive. Two files should be present – “Cruzer Professional User Guide.pdf” and 

“CruzerPro.exe.” The User Guide is removed during formatting; you may wish to make a copy 

elsewhere for future reference. 

4. Double-click CruzerPro.exe. Accept the welcome message and choose English, then click OK. 

Then click OK again when notified that you have no Privacy Zone. 

5. A window will appear with two password boxes on the left, and a picture of a flash drive on the 

right. On the right, drag the blue slider arrow to the very bottom. A message should appear at 

the bottom that says “Maximum Privacy Zone.” This means your entire drive is encrypted. 

6. Enter a password in the box on the left, confirm it, then add a hint. See the University Password 

Practices for tips on picking a strong password.  Your hint should not make it easy for others to 

guess the password. 

7. Click the Format button, then click OK to confirm. When finished, a logon window will appear. 

Enter your password and click OK. 

8. A window should appear with a “Logout Privacy Zone” shortcut. Open My Computer again, and 

the drive should appear with a name of “Removable Disk.” As in step 2 above, right-click the 

drive, choose Properties, and type “CRYPT” in the box provided. This will make it easy to 

determine when you are working with the encrypted area of the disk. 

9.  Your drive is now fully encrypted and ready to use. 

C. Usage 

1. Insert the flash drive and open the drive labeled “CZ-LASTNAME.” 

2. Double-click CruzerPro.exe. Once the software is loaded, type your password in the box and 

click OK. 

http://ocio.osu.edu/policy/policies/policy-on-institutional-data
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3. A new window should appear with a label of “CRYPT.” Any files stored in the “CRYPT” window 

are encrypted. Files and folders can be created and modified the same as on any other storage 

device. 

4. When finished working with your encrypted files, double-click the “Logout Privacy Zone” 

shortcut on the drive. The “CRYPT” window should close, and the “CZ-LASTNAME” window will 

appear with the CruzerPro.exe file. You are now logged out. 

To change your password, double-click CruzerPro.exe. Click the Settings button, then the Change 

Password button. Note that this function requires the old password to be known. Your data will not 

be lost upon a password change. 

If you have forgotten your password, there is no way to recover the data. You can, however, format 

the drive so that it can be reused. Double-click CruzerPro.exe, click the Settings button, then the 

Format button. The Format operation is the same as in Initial Configuration steps 5-7 above. All data 

will be permanently lost upon formatting the drive. If you are concerned about forgetting the 

password, you may wish to write it down and store it in a well-hidden location completely separate 

from the drive. 

D. If You Need Assistance 

Contact College of Pharmacy Technology Services for assistance. 

 E-mail: problem@pharmacy.ohio-state.edu 

 Phone: 614-688-8000 (8-8000 on campus) 
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